NudopmanoHHas maMsITKa AJI51 00yYaIoUIMXCsI

C KaKObIM TI'OAOM MOJIOAEXNM B MHTEpHETE CTaHOBUTDLCSA 60]'[]:)]].[@, d IIKOJIbHUKU
OOHM M3 CaMbIX aKTMBHbIX T10JIb30BaTeJIeNn PYHeTa. Mexmy TeM, ITIOMMMO OI'POMHOI'O
KOoJIm4yeCTBa BOBMO)KHOCTGIL/'I, VHTEepHET HeCeT U’ l'[pO6.TI€MbI. OTta mnamsTKa AJOJDKHa
TIOMOYb Tebe 6e30I1acHO HaXOOUTbCA B CETHU.

KomnsromepHuste supycol

KommbioTepHblii BUpPYC - 3TO Pa3sHOBUAHOCTh KOMIIBIOTEPHBIX ITPOrpPaMM,
OT/INUNTEIbHON OCOOEHHOCTBIO KOTOPOM SIBJIIETCSI CIIOCOOHOCTbh K pasMHOXKeHMo. B
IOIOJIHEHME K 3TOMY, BUPYChI MOTYT IHOBPEAUTH WM TOJHOCTBIO YHUUTOXKUTb BCE
daiyibl M [aHHbIE, ITOAKOHTPOJIbHBIE ITOJIb30BATENIO, OT MMEHM KOTOPOro OblLia
3amyllleHa 3apakeHHas MporpamMma, a TakXKe TMOBPeIUTb WM [OaXKe YHUYTOXKUTD
OTIEPAIIMOHHYIO CUCTEMY CO BceMM daiylaMy B 1eJIOM. B OGOJIBIIMHCTBE CITyYaeB
PaCIPOCTPAHSIOTCST BUPYChI UYepe3 MHTEPHET.

MeTopbl 3aIUThI OT BPEIOHOCHBIX ITPOrPaMM:

1. Ucnionb3yii cOBpeMeHHbIe OIepalyOHHbIE CHCTEMbI, MMeEIOIJe CepPbe3HbIi
YPOBEHb 3aIlUThI OT BPeOHOCHBIX ITPOrPaMM;

2. ITocrostHHO  ycTaHaBiauBai  mautu  (Uu@poBble  3aIIaTKM,  KOTOpbIE
aBTOMAaTMUYECKM YCTAHABAMBAIOTCS C LEJbI0 AOPabOTKM IIpOrpamMMbl) U Ipyrue
OOHOBJIEHMSI CBOEM OIllepalioHHOM cyucTeMbl. CKauMBayi UX TOJBKO C OGUIMATILHOTO
caira paspaborunka OC. Ewmm cyliecTByeT peskuM aBTOMAaTUMYECKOIO OOHOBJIEHMS,
BKJIIOUM €T0;

3.Pabotaii Ha CBOeM KOMIIbIOTEpE TIIOA, IIpaBaMM IIOJIb30BaTesisg, a He
aIMMHUCTpATOpa. OTO He TIO3BOJMUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTpaMM
MHCTAJUIMPOBATbCS HA TBOEM IIePCOHAILHOM KOMITbIOTEPE;

4. cnonb3yii AHTUBUPYCHbIE IIpOrpaMMHbIE MIPOAYKThI U3BECTHBIX
IIPOM3BOIMUTEJIEN, C aBTOMATUUYECKMM OOHOBJIEHMEM 0a3s;

5. Orpannub pusnueckuii OCTYI K KOMIIbIOTEPY /11 IOCTOPOHHMX JINII;

6. Vcrionb3yit BHeIIHME HOCUTeNM uHopMamuu, Takue Kak Qiellika, OUCK WIn
daiis U3 MHTEepHETA, TOJIbKO U3 MPOBEPEHHbIX UCTOUYHMUKOB;

7. He oTKpbIBall KOMIIbIOTEpHbIe (aljbl, TMOJyUYeHHble U3 HeHaJesKHbIX
MCTOUYHMKOB. [laske Te (aiibl, KOTOpPbIe MPUC/AA TBOV 3HAKOMBIN. JIyullle yTOUHU Y
HEero, OTIIPaBJISLT JI OH Tebe UX.

Cemu WI-FI

Wi-Fi - 10 He BuI mepemauy HAHHbIX, HE TEXHOJIOTMsS, a BCEro JMIIb OpeH,
Mapka. Eme B 1991 romy HupmepnaHacKass KOMIIAHMS 3aperuMcTpupoBaia OpeH[
"WECA", uto o603Hauajio cioBocoueranne " Wireless Fidelity", KoTopblit mepeBoauTCst
Kak "'6ecrpoBOJHAs TOUHOCTD .

Ilo Halero BpemMeHM OOIIJIa Apyras abOopeBuaTypa, KOTOpasl SIBJISIETCS TaKOM Ke
TexHosiorueit. 91o ab6pesnatypa "Wi-Fi". Takoe HasBaHme 6bUIO JAHO C HAMEKOM Ha
CTaHIApPT BBICIIEN 3BYKOBOM Texumky Hi-Fi, uro B mepeBome o3HauaeT 'BbICOKAs
TOYHOCTh .



Ia, OecrylaTHBIM MHTEPHET-AOCTYII B Kade, OTesIX M aspoIopTax SIBJISIETCS
OTJIMYHOM BO3MOXXHOCTBIO BbIXOJa B MHTepHeT. Ho MHOrue sKcrepThl CUMTAIOT, UTO
obiiemoctynHbie Wi-Fi ceTu He SIB/ISIIOTCSI 6€30I1aCHBIMMA.

Cosemul no 6e3onacHocmu pabomot 8 obuiedocmynuwoix cemsax Wi-fi:

1. He nepenaBait cBOIO JIMUHYIO MHPOpMaIio yepes obiienoctynHbie Wi-Fi cetn.
Paboras B HuX, skejlaTeJIbHO He BBOIUTD IApPOJIM AOCTYIIA, JOTUMHBI ¥ KaKie-TO HoMepa;

2. Vcrionb3yit 1 OOHOBJISI aHTUBUPYCHbBIE ITPpOTrpaMMbl U 6paHaMayep. Tem cambIM
ThI 00€e30Iaculllb ceOsI OT 3aKaYKy BUPYyCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonb3oBaunnu Wi-Fi otkmoun ¢yHkumioo "O6mmit moctyn K daityiaMm u
npuHTepam’. JlaHHas (QYHKIMS 3aKppiTa IO YMOJYaHMIO, OJHAKO HEKOTOphIe
TIOJIb30BaTeIM aKTUBUPYIOT ee IJ1s1 yA0OCTBa UCIIOIb30BaHMs B paboTe win yuebe;

4. He ucnonp3yn nyosmunbsin WI-FI nj1s mepenaum AMUYHBIX HAHHBIX, HAIpUMeEP
ILJIS BBIXO/Ia B COIIMAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO ITOUTY;

5. Mcnonb3yit TOJBKO 3ailuiieHHoe coenyHeHue uepes HTTPS, a ne HTTP, T.e.
1pu Habope Be6-afpeca BBOAY uMeHHO "https://";

6. B Mo6uapHoM TenmedonHe ortkmoun GyHkimioo Tlogkmouenne K - Wi-Fi
aBToMaTnuecku'. He momyckaii aBTOMATMUYECKOrO MOAK/IIOUEHMST YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero corJacus.

CouuanvHble cemu

ComyanbHble CeTM aKTMBHO BXOIST B HaIly >KM3Hb, MHOI'ME JIIOOY paboTaioT U
SKMBYT TaM IIOCTOSSHHO. MHOIme mojb30BaTeM He IOHMMAIOT, 4YTO MHGOpMalus,
pasMeIleHHas] MMM B COLIMAJIbHBIX CETSX, MOXKET OBbITh HalJeHa M MCIIOJIb30BaHa KeM
YIOZHO, B TOM UMCJIe He 00513aTe/IbHO C OJIarMMy HaMepeHUSIMMA.

OcHogHbie cogembl no 6e30nacHOCMU 8 COUUANIbHBIX CEMSIX:

1. Orpannyb cnmcok apysei. Y Tebsi B APY3bsX He NOJKHO OBITh CIyYauHBbIX U
HE3HAKOMBIX JIIOZEe;

2. 3amumianM CBOIO YaCTHYIO >KM3Hb. He ykasbiBayu maposm, TenedoHbl, ampeca,
IaTy TBOEro POXKIEHMs U JIPYIYIO JIMUYHYIO MHOOpMAIMIO. 3JI0YMbBIIUIEHHUKMA MOTYT
MCIIOJIb30BaTh Aake MHGPOPMAaLMIO O TOM, KaK Tbl M TBOM POAUTEIM IUIaHUPYeTe
IIPOBECTYU KAHUKYJIbI;

3. 3amMiliai CBOIO PEmyTalyuio - AepsKM ee B UMCTOTe M 3ajaBail cebe BOIPOC:
XOTeJI ObI ThI, UTOOBI APYyIue IOJIb30BATe/M BUIENM, UTO Thl 3arpyskaelb? ITomymaii,
MIpesKIe YeM YTO-TO OIyOJIMKOBATh, HAIIMCATh U 3arPY3UTh;

4. Eciu Tl TOBOpMIIL C JIIOJbMM, KOTOPBIX He 3Haelllb, HE MUCIIOJIb3yil CBOE
peasibHOE UMSI U IPYTYIO JIMYHYIO MHDOpMAIMA: UMSI, MECTO JXKUTEIbCTBA, MECTO YueObl
" IIpouee;

5. Us6erann pasmenenns ¢ororpaduii B VHTepHeTe, rme Thl M300paskeH Ha
MECTHOCTH, IT0 KOTOPOJ MOYKHO OIIPENEeIUTh TBOE MECTOITOJIOKEHNE;

6. [Ipu perucrpanumu B COIMAJIBLHON CETM HEOOXOIMMO MCIIOJb30BaTh CJIOSKHBIE
IapoJi, COCTOSIIME 13 OYKB U 1P U C KOJMIYECTBOM 3HAKOB He MeHee §;



7. 111 cOUMAaIbHOM CEeTU, MOYThI M APYTUX CAUTOB HEOOXOAMMO MCIIOJIb30BaTh
pasHble mapoyi. Torma ecym TebsT B3JIOMAlOT, TO 3JI0YMBIIUIEHHUKM TOJIYYaT JOCTYII
TOJIBKO K OTHOMY MECTY, a He BO Bce cpasy.

JnekmpoHHble OeHb2U

OJIeKTPOHHbIE JEeHbI'M - 9TO OUYeHb YIOOHBIM CIIOCOO IIIaTeXxein, OIHAKO
CYILIECTBYIOT MOIIIEHHUKM, KOTOPbIE€ XOTST ITOJYUYUTD 3TU TE€HbIU.

OJIEKTPOHHbIE IEHbIM TOSIBMJIMUCH COBCEM HEIABHO M MMEHHO M3-3a 3TOrO BO
MHOT'MX I'OCYyIapCTBaxX IO CUX IIOP He IMPOIMCAHO PO HMX B 3aKOHAX.

B Poccun ke oHu QYHKIMOHMPYIOT M O HUX Yy)Ke MPOMMCAHO B 3aKOHe, The UX
pa3gesisTioT Ha HeCKOJIbKO BUIOB - aHOHMMHBIE M He aHOHMMHbIE. PasHuila B TOM, UTO
QHOHMMHBIE - 3TO Te, B KOTOPBIX paspellaeTcs IPOBOAUTH oOlepauum 0Oe3
UIeHTU(PUKALMM II0JIb30BAaTE/Is, & B HEAHOHMMHBIX MUIEHTU(PUKALMS I10JIb30BaTEIS
SIBJISIETCSI 00SI3aTEIbHOM.

Taxkske  cjaemyeT  pas3auuaTh  3JeKTpPOHHble  (uaTHble  JeHbrM  (paBHbBI
rOCyJapCTBEHHbIM BaJllOTaM) M 3JIEKTPOHHble HeduaTHble [eHbrM (He paBHbI
roCyJapCTBEHHbIM BaJIIOTaM).

OcHogHble cogembl no 6e3onacHoll pabome ¢ 371eKMPOHHBIMU OEHb2AMU:

1. IIpuBsKM K CyeTy MOOMJIbHBIM TejaedoH. DTO caMblif YIOOHBIM U OBICTPBIN
Crioco6 BOCCTAHOBUTb [HOCTYyN K cueTy. [lpuBsisaHHbBI TeneoOH ITOMOSKET, ecymn
3a0y/Ielb CBOV IUIATEKHBIN MTApOJib WJIM 3aiiIelllb Ha CAalT C HE3HAKOMOT'O YCTPOIICTBA;

2. Ucnonp3yit  omHopasoBble mapom. Ilocie 1mepexoma Ha — YCUMJIEHHYIO
aBTOpM3alMi0 Tebe yKe He OyIeT YrpokaTb OINACHOCTh KpaXku WM IlepexBaTa
TIJIATESKHOTO IapoJis;

3. Boibepu cio3kHbIN Maposib. [IpecTynmHuKam 6ymeT He MPOCTO yragaTh CJIOKHbIN
naposib. HajmeskHble mapos - 9TO MapoJjiv, KOTOpble COmepskaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ceOsl CTPOUHbIE U IPOIMCHbIE OYKBbI, IU(PbI U HECKOJBKO CUMBOJIOB,
TaKye Kak 3HaK JoJuiapa, GyHTa, BOCKIMIATeIbHbIN 3HaK 1 T.1. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JaHHBIE HA CaliTax, KOTOPbIM He TOBEpSeElllb.

DnekmpoHHaa nouma

OJIEKTPOHHAsI TOYTa - 3TO TEXHOJIOTMSI UM TIPedoCTaBJisieMble €0 YCJIYTU IO
IIepechblIKe U TOJYUYEHUIO 3JIEKTPOHHBIX COOOIIEHUI, KOTOpbIe pPacCIpenessioTcs B
KOMITbIOTEpHOM ceTu. OOBIYHO 3JIEKTPOHHBIN ITOUYTOBBIN SIIMK BBITVIIOUT CJIEIYIOIIM
06pa3oM: MMS_ITOJIb30BaTENII@UMS_noMeHa. Takke KpoMe Iepefaun IpoCTOro TEKCTa,
MMeeTCsI BO3MOYKHOCTD ITepeaBaTh (haiibl.

OcHogHble cogemul no 6e3onacHoll pabome ¢ 3J1IeKMPOHHOL NOYMOLL:

1. Hago BbIOpaTh INMpaBMIbHBINA TOYTOBBI CEpBUC. B MHTEpHETE eCTh OrPOMHBIN
BbIOOp OeCIUIaTHBIX ITOYTOBBIX CEPBMUCOB, OJJHAKO JIyUIlle JOBEPSITh TEM, KOI'O 3HAEIIb U
KTO IIePBBIM B PEUTHHTE;

2. He ykaspiBaii B JIMYHOM MOYTe JMUYHYIO uHpopMaimio. Hampumep, Jyudiie
BBIOpATh 'My3bIKaJbHbI (haHaT@" man "pok2013" Bmecto "Temal3";



3. Ucnonb3yl OBYXITAIHYIO aBTOPM3alyi0. DTO KOrJa IOMMMO MapoJsl HYKHO
BBOJIUTDb KO, IIpUChIJIaeMbIi1 110 SMS;

4. Bp16bepy CJIOKHBIN MapoJib. JIs1 KaXKI0ro mMoUTOBOrO SILMKA JO/IKEeH ObITh CBOM
HaJleXXHbIN, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecau ecTh BO3MOSKHOCTb HaIliCaTh CAMOMY CBOJ JIMUHbBINA BOIIPOC, MCIIOJIb3YiA
3Ty BO3MOYXHOCTD;

6. Vcrionb3yit HeCKOJIbKO MOYTOBBIX SIIVMKOB. [lepBbIl [JI1 YaCTHOM IEePEenuCKu C
azpecaTaMy, KOTOPbIM ThI JOBepsielllb. DTO 3JIEKTPOHHBIM afgpec He HaJO VMCIIO/JIb30BaTh
IIpY perucTpanyuy Ha popymax U canTax;

7. He oTkpbiBant daiibl 1 Ipyryue BJIOXKEHUS B MUCbMaX, Jaske eC/iM OHU TPUILLIN
OT TBOMX Apy3en. JIyullle yTOUHM Y HUX, OTIIPABJISLIM JI OHM Tebe 3T (aiiibl;

8. ITocsie okoHYaHMsT pabOTHI HA ITOUYTOBOM CEPBIMCE Iepel 3aKPhITHEM BKJIAIKU C
caToM He 3a0yIb HakaTh Ha "BouiTn'.

Kubepbyanune unu eupmyanvHoe uzdeeamenbCmeo

Kubepby/ummHr - mpecjieqoBaHMe COOOIIEHUSIMM, COAEPXKAIIMMM OCKOPOJIeHMs,
arpeccuio, 3allyrMBaHMe; XYJIUTAHCTBO; COLMaJIbHOE OOMKOTHMPOBAHME C TIOMOIIBIO
Pa3IMYHbIX MHTEPHET-CEPBUCOB.

OcHosHble codembl ho 6opvbe ¢ KUbGepOYANUH2ZOM:

1. He 6pocaricst B 60i1. JIyuimii cnoco6: IMOCOBETOBAThCSI KaK CeOsT BECTU U, eCn
HET TOro, K KOMy MOXHO OOpaTUTbCS, TO BHadaje YCIIOKOUTbCSI. Ecim Thl HauHelllb
OTBEUYaTh OCKOPOJEHMSIMM Ha OCKOpOJIEHMS, TO TOJIbKO ellle OOJbllie Pa3osKsKelllb
KOHQJIMKT;

2. YrpaBJisiii CBoel KubeppemnyTaiuen;

3. AHOHMMHOCTD B ceTy MHMMast. CyIIeCTBYIOT CITOCOOBI BbISICHUTD, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crouT BecTM XyJUTaHCKUM 0Opa3 BUPTYaJbHOM >KM3HU. VIHTEpHeT
dbukcMpyeT BCe TBOM HEUCTBUS M COXpaHSIeT UX. YOAAUThb UX OymeT KpanHe
3aTPYIHUTEJILHO;

5. Cob6romait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyi enuamuHblil HeratuB. OmHOpa3oBble OCKOPOUTEIbHbIE COOOIIEHNMS
Jrydiiie urHopMpoBaTb. OOBIYHO arpeccust IpeKpallaeTcsl Ha HauaJbHOM CTaguM;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHbIMM COOOILEHMSMMU, B
COIMATBHBIX CETSAX €eCTh BO3MOXHOCTh OJIOKMPOBKM OTIIPABKM COOOILEHUM C
omnpezeieHHbIX aJlpeCcoOB;

8. Ecomm Th1 cBuperenb KubepOysumMHTra. TBOM HEMCTBUS: BBICTYIIUTH ITPOTUB
npecjieloBaTessl, TOKasaTb €My, YTO €ro [eiCTBUSI OILIEHMBAIOTCS HEraTUBHO,
MOAAEPIKATh KEPTBY, KOTOPOM HY3KHA IICUXOJIOTHMYECKAs TOMOIIb, COOOIIUTD B3POC/IbIM
o ¢dakTe arpecCUBHOTO MTOBEIEHNSI B CETH.

Mo6unvHetii menedou

CoBpeMeHHbIe CMapT@OHBI U IIJIAHIIETbI COAep>kaT B cebe BIIOJHE B3POCJIbI
dGYHKIIMOHA, M TeNepb OHM MOTYT KOHKYPMPOBaTb CO  CTallMOHAPHbIMU
KomIbioTepamyu. OmHAKO, CPeNCTB 3allUThl JIsI MOJOOHBIX YCTPOMCTB IIOKA OYEHb



MaJio. TeCTI/IpOBaHI/Ie M IIONCK YHSBMMOCTQIZ B HUX IIPOUCXOONUT HEe TaK MHTEHCMBHO, KaK
JJIs1 HK, TO 3Ke caMOe KacaeTcsl ¥ MOOMJIbHBIX l'[pI/I)'IO)KeHI/II./JI.

COBpeMeHHbIe MOOMJIbHbIE 6pay3epb1 Y>Ke IIPaKTU4YEeCKM OOT'HaJIM HaCTOJIbHbIE
dHaJIoIr'M, OgHaKO pacClIMnpeHmne (I)YHKU,I/IOHB.J'IB. BJIEUET 3a COOOoM 6OJ'II:>I_LIYI-O CJIOJKHOCTb U
MEHbIIVYIO 3allINIIIEHHOCTD.

,Z[EU'IQKO HEe BCe IIpOM3BOONUTEJIM BbIITYCKAIOT O6HOB)'[€HI/ISI, 3aKpbIBaloliyne
KpUTHUdeCKme ya3BMMOCTU IJII CBOUX YCTpOﬁCTB.

OcHogHble cosembl 0215 6e3onacHocmu MobunbHo20 meaeona:

1. Huuero He sBjSeTCS MO-HACTOSILIEMY OeCIIaTHBIM. Bynb OCTOpOXKeH, Benb
Korjga Tebe IpemaraloT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBbIThb CKPBIThI KaKMe-TO
IIJIATHBIE YCITYTU;

2. dymain, npexkae uem otrnpaButb SMS, poto mau Bumeo. Thl TOUHO 3HAEIIb, rae
OHU OYIYyT B KOHEUHOM UTOTe?

3. Heob6xommMo OGHOBJISITh OIEPaAIlMIOHHYIO CUCTEMY TBOEro CMapT¢OHa;

4. Vicrionb3yy aHTUBUPYCHbIE ITPOTPAaMMbI AJ151 MOOMJIbHBIX Tej1e()OHOB;

5. He sarpyskaii mpuiokeHusi OT HEM3BECTHOTO MCTOYHMKA, BeOb OHM MOLYT
comepskaTb BpeIOHOCHOE IPOrpaMMHOe obecrieueHue;

6. [locse Toro Kak ThI BBIMAEIb C CalTa, I'le BBOOWI JIMUHYIO MHGOpPMAIUIO,
3alIM B HACTPOMKM Opaysepa U ynam cookies;

7. Ilepyonuuecky IpoBepsiii, KaKyue IUIATHbIE YCAYTM aKTMBMPOBAHbI Ha TBOEM
HOMeEpeE;

8. JlaBaii cBOI1 HOMEp MOOMJILHOTO TejiehOHa TOJIBKO JIFOASIM, KOTOPBIX Thl 3HAEIIIb
11 KOMY JTOBepsI€elllb;

9. Bluetooth gomkeH 6BITH BBIK/IIOUEH, KOTIA Thl MM He I0JIb3yelrbcs. He 3a6b1Ban
MHOTIa IIPOBEPSITDH 3TO.

Online uzpoi

CoBpeMeHHbIEe OHJIAMH-UTPBI - 3TO KpPAacOYHbIe, 3axXBaThbIBAIOIIe pasBevyeHlys,
00beAVHSIONINE COTHM ThICSY YeJIOBEK IO BceMy Mupy. Irpoku ucciieayioT JaHHbI UM
MMp, OOIIAIOTCS APYT C APYTOM, BBINOJHSIOT 3aJaHusl, CPakalOTCSd C MOHCTpaMM U
IIOJTyYalOT OIIbIT. 3a YIOBOJIbCTBME OHM IUIATAT: IIOKYIAIOT [OMCK, OIUIauMBaIOT
abOHEMEHT MJIM TPMOOpeTaIOT KaKue-TO OIIINNA.

Bce st cpenctBa umyT Ha MOAJepsKaHMe M pasBUTME UTPhI, a TakKKe Ha camy
6e30MacHOCTh: COBEPIIIEHCTBYIOTCS CMCTEMbI aBTOPU3aIMM, BHIITYCKAIOTCSI HOBbIE IMaT4YM
(mdpoBbIe 3arUIaTKY IJISI TPOTPAMM ), 3aKPbIBAIOTCS VSI3BUMOCTY CEPBEPOB.

B momo6HBIX Mrpax CTOUT OIAcaTbCsl HE CTOJIBKO CBOMX COIEPHMKOB, CKOJIBKO
Kpasky TBOEro IapoJisi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTOPM3aIy OOJIbIIIMHCTBA UTP.

OcHogHble cogembl no 6e30nacHocmu meoezo Uzpo8o20 AKKAyHma:

1. Em gpyro Mrpok BemeT cebsl IJIOXO WMIM CO3[IaeT Tebe HeNpUSITHOCTH,
3a0JI0KMPYM €ro B CIIMCKE UTPOKOB;

2. IToskanymcs agMMHMUCTpPATOpaM WMIPbl Ha IUIOXO€ IOBEIEHME 3TOrO MUIPOKa,
>KeJIaTeJIbHO MPUJIOKUTD KaKMe-TO JOKa3aTeIbCTBA B BUE CKPUHOB;

3. He ykasbiBayt JIMYHYIO MHGOPMAIIMIO B ITpodaiiie Urpsbl;



4. YBaskail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBmBay HeoduIvaabHble ATYM Y MOJIbI;

6. Vcnosib3yi CJIOKHbIE U pasHble MapoJin;

7. Jaxke BO BpeMsI UI'pbl He CTOUT OTKJ/IIOUaTh aHTUBUPYC. [1oKa ThI Urpaellib, TBOM
KOMIIbIOTEp MOTYT 3apasuThb.

DuwiuHe Wiu Kpaxca 1UuUHbIX 0AHHBLX

OO6bIYHOM Kpaskeil JAeHer U JOKYMEHTOB CEroiHsl yske HMKOTO He YIMBUILb, HO C
pa3sBUTHEM MHTEPHET-TEXHOJOTUN 3JIOYMBIIIJIEHHUKM TepeMeCTWINCh B MHTEpPHET, U
IIPOJOJIKAIOT 3aHMMAThCS ' TIIOOMMBIM'' 1eJIOM.

Tak mosiBUWJIach HOBasi yrpo3a: MHTEepHET-MOIIIeHHNYEeCTBa WM (UIIMHT, TJIaBHas
11eJIb KOTOPOT'O COCTOMUT B IOJyYeHUM KOHOUIEHIIMATbHBIX TaHHBIX IOJIb30BaTesen -
JIOTMHOB U TapoJieit. Ha anrymiickom si3bike phishing unraercs kak ¢uimar (ot fishing
- ppIOHAsI JIOBJIS, password - Iaposib).

OcHogHble cosembl no 6opbbe ¢ puuiuHzoM:

1. Cnenu 3a cBouM akkayHTOM. Ecyi ThlI momospeBaelilb, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HeOOXOAMMO 3a0JIOKMPOBATh €e U COOOIIUTh afMMHUCTPATOpPaM pecypca
006 3TOM KaK MOKHO CKOpee;

2. Ucnonb3yit 6Ge3omacHble BeO-CaiTbl, B TOM 4YMCJe, MHTEPHET-MarasMHOB U
ITIOMICKOBBIX CUCTEM;

3. cnonb3yit c0KHbBIE U pa3Hble maposm. Takum oO6pa3oM, ecyiu Tedst B3JIOMAlOT,
TO 3JIOYMBILJIEHHUKM TIOJTYYaT JOCTYII TOJbKO K OJHOMY TBOEMY IPOGIIIIO B CETH, a He
KO BCEM;

4. Ecin Teb6s1 B3/IOMa/i, TO HEOOXOOMMO IpenyIpeauTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 0OaBJIEHbI Y TeOSI B OPY3bsIX, O TOM, UTO TeOS B3JIOMajM M, BO3MOXKHO, OT
TBOEro MMeHM OyJIeT pacCchbIaThCsl CIIaM M CChIJIKM Ha (UIIMHTOBbIE CAMThI;

5. Ycranosu Hagesxubii naposib (PIN) Ha Mo6ubHBIN TetedoH;

6. OTK/IIOUM CoOXpaHeHMe MapoJsi B 6paysepe;

7. He otkpbiBayt (aiibl 1 OpyTrue BJIOKEHMS B MUCbMax, AasKe eCay OHU MPUILLIA
OT TBOMX Apy3eil. JIyullle yTOUHM Y HUX, OTIIPABJISIIIV JI OHU Tebe 3Tu (haitsibl.

Iugpposasa penymauus

LIndposas pemnyTtaiust - 3T0 HeraTMBHAsI WM MO3UTUBHAsA MHGOpMaIus B CETU O
Tebe. Kommpomerupyiomiass mHbpopmMauysi, pasmellleHHass B WMHTepHETe, MOXKeT
Ccepbe3HbIM 00pa3oM OTPasUTbCS Ha TBOEN peasibHOM Ku3Hu. ' Ludposas penyraims' -
9TO TBOM UMUK, KOTOPbIN (hopmupyeTcs u3 nHbopManym o Tebe B MHTEpHETE.

TBoe MeCcTO >XUTeNbCTBA, yueObl, TBOe (MHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa M paccKkasbl O OJIM3KUX - BCE 9TO HAKATIMBAETCSI B CETH.

MHorme MOAPOCTKM JIETKOMBICJIEHHO OTHOCSATCSI K NyO/JMKaluy  JIMYHOM
mHbopmalnuy B VHTepHeTe, He MOHMMAs BO3MOKHBIX ITOC/IEeNCTBUM. ThI Hmaxke He
CMOKelllb JOrafarbCcs O TOM, uTo (oTorpabdmus, pasmelleHHass 5 jerT Hasan, craja
MIPUYMHOM OTKAa3a MPUHSITH TeOST Ha paboTy.

Kommenrtapum, pasmerienne TBoux ¢ororpadmuit u apyrue OeiCTBUS MOTYT He
MCUE3HYTh Jake IMOCJIe TOTO, KaK Thl UX yOaJuillb. Thl He 3Haelllb, KTO COXpaHWUJ 3Ty



MHGOpMAIIMIO, TMOMNaja JIM OHAa B IOMCKOBBIE CUCTEMbI M COXpaHWIach JIM OHAa, a
IJIaBHOE: UTO ITOAYMAIOT O Tebe OKpYsKarollye JIIOIY, KOTOpble HAMIYT U YBUIST 3TO.
Harnty nudopmalinio MHOTO JIET CITYCTS CMOXKEeT JIF0OOM - KaK U3 T0OpbIX MOOYKIEHWUMN,
TaK M C HAaMepeHNeM IIPUUMHUTD Bpel. DTO MOKET ObITh KTO YI'OIHO.

OcHosHble cosembl ho 3auume yugposol penymayuul:

1. Ilomymai1, mpeskie 4eM UYTO-TO ITyOJMKOBATh U IlepeiaBaTh y cebst B 6Jiore M B
COLIMAJIbHOM CeTH;

2. B HacTpoiikax mpoduisi YCTaHOBM OT'paHMUeHMST Ha ITPOCMOTP TBOEro mpoguJs
" €r0 COIEePsKUMOT0, CAeIal ero ToJabKo "'miis apysei’;

3. He pasmemnain u He YyKasbiBa MHGPOpPMALMIO, KOTOpasi MOSKET KOTo-Jmbo
OCKOPOJISITh MJIM OOVKATh.

Aemopckoe npaeo

CoBpeMeHHbIe IIKOJbHMUKM - aKTUMBHbIE I10JIb30BaTeIM LIM(PPOBOro IMIPOCTPAHCTBA.
OpmHako Ja/ieko He Bce 3HAIOT, UTO IT0JIb30BaHMe MHOIMMM BO3MOXKHOCTSIMM LIM(POBOTO
Mupa TpebyeT cob/II0IeHNs IIpaB Ha MHTEJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "MHTe/IEKTYyaIbHas COOCTBEHHOCTh' OTHOCUTCS K Pas3IMUYHbIM TBOPEHMSIM
YyeJI0BEUECKOr0 yMa, HauMHas C HOBBIX M300peTeHuii ¥ 3HAKOB, OOO3HAUYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTbI M YCAYTM, M 3aKaHuMBasg KHuUramy, Gororpadusvu,
KMHOMMIbMaMM ¥ MY3bIKa/IbHBIMM TIPOM3BEIEeHMSIMIA.

ABTOpCKMe IpaBa - S5TO IIpaBa Ha MHTE/UVIEKTYaJbHYIO COOCTBEHHOCTH Ha
IIPOM3BENEeHUsT HayKy, JIMTEepaTypbl M MCKYCCTBA. ABTOpPCKME IIpaBa BbICTYIIAIOT B
KauyeCcTBe TrapaHTuy TOIO, YTO MHTEe/UIEKTYaJIbHbIN/TBOPUYECKUI TPYH, aBTOpa He Oyer
HAIIpacHbIM, JACT eMY CIIpaBe/IBbie BOSMOYKHOCTHM 3apaboTaTh Ha pe3y/IbTaTaX CBOEro
TPYZIa, MOJYYUTh U3BECTHOCTh U MpusHaHue. HUKTO 6e3 paspeliieHns aBTopa He MOKET
BOCIIPOM3BOINUTh €ro IPOM3BeAeHMe, PaCIpPOCTPaHATh, ITYyOJMUHO HAEeMOHCTPUPOBATh,
IpoJaBaTh, MMIIOPTUPOBAaTh, IIYCKaTb B  IPOKAaT, NYyOJMYHO  MCIIOJIHSTb,
TTOKa3bIBaTh/VICIIOJNHATh B 3¢ upe uan pasMeliatsh B IHTepHeTe.

Vcrnonp3oBanme "MupaTcKoro’ IMporpaMMHOIO OGeCIleueHMs] MOSKeT MPUBECTU K
MHOI'MM PMUCKaM: OT IIOTE€PM HAHHBIX K TBOMM aKKayHTaM OO0 OJIOKMPOBKM TBOErO
YCTPOICTBA, I/le YCTaHOBJIEHA HeJjierajibHas mporpamMma. He ctouT Takske 3aGbIBaTh, UTO
CYILECTBYIOT JierajabHble U 6ecIyiaTHbIe IIPOrpaMMbl, KOTOPbIe MOKHO HalTH B CETH.



